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The paper proposes.an,algorithIlliforide~tificatioIl of malicious un,its in, a fully connected system. The 
assumed scenario ·is.the same' asjn. an execution of afull inforniation gathering algoiithm for Byzantine 
agreement withoutatith~ntication; A criterion that can be used bya fault-free unit to identify anialicious 
unit is. descri1;>ed..The. ex~ct boun<!,<;>f the maxiVlUm number of.eR,ual. values. that a unit Which can .be 
i4~ntified as imilic,ious, sends to the. oth~r ulJits, is. calculated. It. is. proved.that if a unit canb~ identified 
as jrraliciOlis by sendingsomedilferelJtm,~ssages to the other units; thenthis can bedpne in the two 
consecutive phases. These results form the core.' of the proposed algorIthm. .' .. 

. . 

Since its introduetib?;in1980, [9]; much attenti()p.hasheen; givento .the interaCtive 
. consistency,prQhlem;'alsb called the Byzantim:G~niralsPrQblem,. [7]..Requiremep.ts 
for the existence,of:asolution have lieen explored;',E3}-[4], [6], [9],and,nutnerous 
algorithms for 'real.::hingagr~ement in .the· presence of maliCious faults' have· been 
derived .[1]"E2],[6}cClO],T12]. .' .. . . 
~.. As Pease, Shostak, and Lamport in th(:iroriginal.l'aper:p()inted outjan algorithm
 
for reaching agreement need nbt reveaLwhichu,Ilitsare faulty; it matters only that
 
the fault-free units compute the same intera~tive consistency vector. 0u,r objectiv(: is
 

. to explore the feasibility ofideritificationof~ali,cious units from tlie~atagen,Yfated .
 
by the, message exchange process that takes plac~ in the scenario in all execu,tion of .
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a fulUnformatiort gatheringa:lgorithin'fortheByzantine General~Proolerii:solution. 
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witho~ta,uthentication: The approach differs from the work. ~f Gupta a~d Rama
krishnan' [5]whichhave, addressed the problem of' system le~el fault diagnosis in 
the pre~el1ceofmaliciously faulty unitsin t~rin~of ageneralizedPMCmorlel, [11]. 
In thiswodFtthe,diagrlQsisis perform~d bY;anLef(.ternalob~erverfrom the 6utcomes 
ofasingleappli(;a,tiop()ftest~. ',., '.~ ". ~,~ 

The. paper, is ()rga.p.ized in the followingway. In Section 2 we, describe the a.ssumed 
scenatio 'for· identification. of maliciously' faulty ullits.· In Section ~ Jwe: suggest a 

, criterion accordihgtowhich a fa:tilt~freeunit can identify a ~alicious unit We 
lptroduce the notion of reliable (unreliable) mess!!gesand.des~ribe the conditions in 
which a faultcfree unitc~Iljdentify a,ffif,llic;io,us uhit;bythe proposed criterion. In 
Section 4 we present an algorithm for identification of malicious units. Finally, in 
Section 5 some concluding remarks are drawn. 

~ AssuMED SCENARIO ~ 
~ ~ 

Consider apoint~to-point:connected systemcbinposedof nindependent units, of 
which no more than kare faulty. Eac~ unit i~able to communicatt(\Vithally other 
oply by mean:softwo-party message~;;the 'qopmllipicati()n is assunied,iobeJail:C'sa,fe. ~ 
A 1,1nit whichrt(ceivesa.~t(ssage, al""ays:,knpwsthepilme,oftheunitt):ults~nds.the 
message (i.e:,~ afaul~yutiit cannotforge:a different identity);' Th~ m~ssageexchange 

'" process;isorganizt(d into phases. A phase is~dil1edto\:bet,he;inteival of'tim'ein 
~ which each fault-free unltef(.~h~nge~jnforrnation:withotli~,r ~nits::'(t is assumed that 
the fault-free unit~are synchronized such that at every il1stant they are all executing 
t,he same phase; Each fault"frt(e unit is 'able to decide whento'1ermiriate the currerit 
phase (i.e., inissing messagesgu~'to,omis~ionfaults are qetected); ~ ,~' ',~' ' ,', ',. ' 

'~,~ In the first phase the units exchange th'eir private values; in phase' itheyexchange 
',the information they obtained in pllase i-I. Atypical 'message W is of the form: 

unit uztplrl unit U1 thatunit U 3 toidunituzthat unit U 4 told unit U 3 ••• t~at un~t ~ 
. ui.told unitui.:: 1 thatX is u/s private value. Hence a m.essageconsists ofsoirle'value 
~ Xandofa string indicating the sequence ofunits participatingin its transfer. We 
.,shail referto the length?f the string as the [engthoplhe message: ,Likewise; the above 
.message' Wis oflength·i.;.." 1, also denoted by IW 1= i'- 1.'Furthermore; we shall 
denote the value transmittedin.1ht(sequenceofunitsuiuz;.;Ui as X=£ otu1u z .; .U;). 
A message is·passed.only to the units t,hatdb notparticipatein'it Fischer and Lynch 
[3]showed,that k+ 1 phases are required both withandwithouLauthenticatipn. to 
assure.i;nteractivecorisistency. ~ ,~ ~ ~ 

A uilitis said tobe malicious ifithas ~t1~ast oneofthefollowingJwo properties: 

.' it~ives different privatevalue:stoa{i6asttw()otherunA~'in thefirstpllase (i.e., 
~ thellnidies abou·titso,wtiprivatevalue);,.· ~. ~ ~,~' . . ~ ~ 

~.• jt:ge~erates ati~ast O~e'rnt(ssage~uchthatit~c;()ntents,do,not agree. with. the 
, information obtailled in the previous phase (i.e:; the 'unit lies about the informa

tion obtained from otherunits). . 
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Th~Byzantine Qenyrals' Problem is k9()~n' to be solvable for ,the Jull~,c;onIlycted 
syst~mofn units, ifand only if, n'? 3k +'1; [3], [9]. It can easily1:les~Qw'nthat th'e 
above condition is not sufficient for the problem ofmalicious unitideniification: 

Considerthe,case fOf n = 4 and k = L According to E9~, two phases are sufficient 
to achieve interactive consistency. ,-" ' . '", ' ' 

I;etthe units u1 ,u2 ,and U 3 be fault-free, letthe rlnitu4 be malicious, and assume 
the messages exchanged in phase 1 as show~ illFigure 1. In phase 2, u1 maY_,say 
that'u4 sent X, and U4 may say thatitsent Vd:Th~otIiei'processorscan't teIl\vli,ich', 
of the,two is malicious. Notice thalthis examPIe'isindependeni of 11 and that,the 
problem is inherently impossible to, be solved under' certain situations. 

In the following we suggest a ,criterion ,by which a: faultcfreeunit can identify a 
malicious unit and explore conditions under which the identification process is 

,feasible. 

3 CONDItION FOR IDENTIFICATION OF MALICIOUS UNITS ,- . ~. . . 
. . ' - . . 

We say that a fault-free unit canidentlfy a malici()us unithy a majority criterion, if 
the number'of equal values that the fault-free unit gets' ahout the' private valll~ of 
any fau.'t~ftee,uIlit,is;greatyr. than the, maxhllmll,numberof eqyal vahle§,thatthe' 
fault-free im1t gets ,about the private value of any malicious unit.,' " " ' ' 

During the messagt: exchange process; a unit receives, reliable and unreliable 
, messages. ,,}.1essages, generated' suchJhat'onlyJault-fre7unitsoparticipated in.' their' 

,distribution are ,cbnsideredto he reliable;otherwisethey'areunreliabie.Note,thatall 
messageso£Jength1,are reliable. 
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LEMMA l'A~sume thati,! asy~iem withiz units at least m units are fault+ree,.m ~ 2.. 
Thmthenumberof: . . .' '.. 

fi)	 reliablein~ssagesoftength ~ i, 1 ~ i ~ m - 1;j1:om a specijicfault-free unit to a 
specijic fault+ree unit is at least 

~. (m- 2)! 
L.( .' 1)"j=l m -]--::- .. ' 

(Ii)	 unreliable messages of length ~ i, 2 ~ i ~ m- l,froin a specijicJauity unit to a 
specijic fault+ree unit is.at.mpst 

i >[ (n-2)! '. (m - 1)!J
.i~2 .(n- j -I)! -(m~j)!'.. 

• Proof· (i) Ina reliable. message ~equence. of length i there are i -- 1 fault-free units 
betweenfhe sburce.unit and the receiver. Since both the receiver andthe source node . 
are fault.free, we choose among at least m -.2 faultcfree units; Hence there are at 

least'(7~:) .S"ch seqUences ASeverype"n"t~~onof~ reliable message seque"ce 

isa. reliable,message.sequence itself, the total Miriber oLreHable Ihyssage sequences 
oflengthiisatleast . . . " . 

. '.	 , .', .~. 

.({~ 
. 

-2)·····.···
. 

~ '.
. 

. (n- 2)! 
. '. ..' (i -;-l)!~" ..' 

". i-<1 .'.. ' .·(n-i~ I)! 

. 

while the number 6fallreliable messagesofkngth ifromafaulty unit to a fault~free 

unit is afleast 

• 
LEMMA,2 .' A~sumethat In/a system.consisting oJnuniis ,nunits arefault-free,m~·2.· . 
Let wbeaJduitylmit dndlet t(w). be the maximum number ofequalprivate valud . 
that wsends to the other .unitsifl the firstphase. Then the maximum possible number 
ojequal reliable messages oflength ~i, 2 ~. i5, m -1, from w to a specmc fault-free 
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.. i-1·(m..:.e,l)! . 
t(w)E . .. 

j= i (m- j)! 

~roofW:LOG,assuineJ(w) $m,and let u;be'acfault-fiee unit. Clearly; the 
maximum is reached ,if in the first phase all t(w) equal private values of ware sent 
to th.efault-free units. Ifuinthe first phase receives from w itsmostfrequentprivate 
value the~ ihemaximurri num'ber of equaireliable m~ssages.onength$ i from w is 

. ;-1 (m-l)! 
. '., ., 

" j=l(m-J)! 
j • 

and if u in the first.phase does not receive from wits most frequentprivatev~l~e 
. then themaximumnumbei ofequalr'e1iable rnessagesoflength'$ iftomw is equal to 

',.' ". 

L+ (t(w) -'-1)I '.' 
. 

equal to . 

• • 

..i-l(m "'- 1)! 
t(w) I .." . 

j=~ (m - j)! •
 
Before proving our mainre§ult We l1eedth~, fgllowingtechnical Ier,niria. 

LEMMA 3 let n~ m +.k,·k?:. 1, ·rn· ;?:2.Therzf~r2 $ i$ m thefoti~wingirtequa(ity 
holds 

i(il -,-: 2)! i (m - 2)! (m - 2)!L .' ·.·.;?:kI + . 
f=2(n- j - 1)! j=2 (m - j)! (m - i - 1)! • 

. . " - "., 

Aroof We observe 'thatJorn, m,k and i asdefined, the f611()wingillequality is 
obviously true: 

(m~2)! (n ~ 2)! . (m -2)! (m - 2)! 
-'------~"'--+ .. '. ;?:k. +'. '. (1)
(m-,-,i)! (n~i---:1)! (m-i)! (111-i-1)! 

Weprovethelenlmabyinduction on i. For i= 2 we get n ;?: m + k, which is clearly 
true. By expanding 

.i (n-'-2)! i-l(n~2)! .. (n-2)! 

i~2(n-I.,-'1)!.:i~2Jn-i-J)! +(n~ i-l)r' 

we cap 'use the indiction' hypothesis and get 

. ; . (n -2)!
I," • .•.... 

1,;,2(r"':': j"":' 1)1 - (m - i)! 
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.i (n":"'2)! i-I (m-2)! (m-2)! (m-2)!L <.' ?? k L '. + k + ---'--~-'----
j~i(~"'J-l)! j=2(m-J)! (m-i)! (m-i-l)! • 

Let.t(w)be the maxiintimmHnber of equal privatevalues·that w sends to the other 
un.its iii thefirs~phase. 

tHEORE'~ +.I'etasystt!f1J Honsist of~ units, n?:.),d'niassume.thataimo;t.ku~iis 
are rizalicious~ k?? 1. . . . '. .. " .' 

Then,jor(my unit w identified as faulty by a fault-free uizit by the. majoritycriterio~: 
't(w) <n - 2k:Furthermore, two phases are sufficient for its identification: 
. Conversely, let t(w) < n -2k. Thenthenumbe1;.o! equalpYivate messages that a 
fault-free unit gets.about ~falitty unitw afterphase 2 is smaller thann - k - 1, which 
ensures. afaultfree unit to identify w. 

Prod! 'L~h .l>~:a fa41t:fiee uni! and aS~~rnrthat~ iqentifies the ~nitwinphaseL . 
Clearly, i ~2since nothing can be done after phasel. We may also assume that 
is m'- 1, as no reliable messages areexchaIl,ged between fault"free·units in phase m 

. and subseq4ent phases. 
Then, acwrding to the. assumed criterion., the minimum number of equal values
 

that ~he~unitvgetsaboutthepriva~e value of any f~ult-fre~ unit isgreater thall the
 
maximum n;illnberofequal values that the unit~ could possibly get about the private
 
value of the unit w.Hencydue to Lemma 1. (i) and (ii) and Lemma 2 tliefollowing
 
holcik';" .. . ..' '. .,. .... , 

'j (m ~'2)' . i-I (m' - 1)' i [. ( ~ 2)1 (m --1)'JL' " , ' ..:>t(w).E .· ..···.·.··+L n - ', 
'=2(m--o,- J-:-l)! .. ·.. ·~1 .(m -:-J)! '~2(n-:- 1.. - I)! (m -J)!

. J ',' "', .' .', J '., ' J, '"'' .',J 

Applyingl--emma 3 we get 
">. ,'. ,',' '.', ; .• -" ' -" ·i',' "i" '.,'.''' ~" 

i.(" " 2)' i-I ( 1)' i (' "2)' i'(' 2,)'j"
",.m,- . .,." .. ," m- . '" m-,' '. "m.."L... . ,.'. >t(w) L.... '.", +k L... .-(m-,l) L... :' , 
j=2 (m-J)! r';'l (m-J)! ' . j=2 (m-'::J)! ".. j.=2 (m -J)! 

and from here by rearranging 

i (m - 2)!\'jl (ni- 1)( 
(m - k) L ' "', , :> t(w) L .. 

j=2 (m-J)! . i~1 (m-J)! . 

From tile last inequality wegeft(w)<m- k~n -2k. Furthermore, the inequality 
shows thatthe upperboundfor t(w) is obtained after the first two phases; (i;"" 2). 

TOprove the converse" we claim that afault-free unit vis able to, ideJ1tifythe unit 
. was malicious, if the Iiutnber ofequal values which the unit v receives in phase '2 , 

about the private value ofthe unitw is smaller thaI). n - k -1. . .' 
Letubea fault-freeunit,u;6v.' Since t(it) =n ~. l,vgets at most k unr.e1iable / 

messages abouttbe prlvllte value of u in phase 2; Hence, vreceivesin phase 2 atleast 
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i1 -..k-.· 1 equal values of the.private val.ue of the unitu/I..efa.1IlaliCioushhitw send 
t(w) eqJjalvalues of its private value to the other unitsitlthe firsLphase..Inthe second 
phase,letthe r~inairiingk -'I malicious units lie about the received private value , 

-from the unit u,by claiwing that they received,w'smost frequent private value in the . 
first phase. In this way, the fault-free unit v may receive almost t(w) +lk....2 1) equal 

. yalues' of the private value of the unit w;Since t(w) < i1 -2k isassumed, then 

t(w)+(k--' 1)< n -:- 2k +k ~ 1 =n - k":"'l, 

H~nce, a fault-free unit v can distinguish a malici9usunit w from afault~free unit u 
bnthe basis of the.number of equal private values and the proQf is' complete. • 

. . ,.'.. " .-'.. ';.-." ," .. "':' .... .. .... 

4 ALGORITHM 
. 

FOR IDENTIFICATION OF 
. 

MALICIOUSi UNiTS 
, ...... 

In previous section we des~ribed a criterion for identification of am~licious unit in 
the first two phases of message exchange. However, we can·lise the same. idea to 
detect units which behave maliciously in later phases. In phase i we apply the same 
criterion for each message of length i - 2 generatedbya given unit. HerebY,the units 
that are already involved .in the message an!:! the units that have already beeri 

. identifi~d as faulty should bt;excluded fromthdurther exchange of the message. Let 
us collect allsuchunits:atthe level ofunit u'inthesetE(u). . . . . . 
. .,1Iorotice that if IW 1=0 then W is the empty seqhence of-miits..Let. pri;>cedure False 

. beaprocedurefor.<ietecting"~stupid '."mistakes, such as for exampIeami.ssing:message 
or. receiving two messages 'containing.the. same sequence of units.·Finally, if. A.is .a 
m~ltiset,ileUhefunctionMafority (A) return the number oLQccurrencesof.the most 
frequenteIementitUhe .multiset Ai' . . 
.',Now,' the.algorithtn.executed by:uiiit u taribe expressed. in the. following way:' 

ffH)~{u}{lJHase:-.li..' '0 •••.••••• 

while(p~gse~k.+l)and (n?-.2,k +: 1). do'..
 
.begin' . . :•..••......•..
 
. {Illessage exchange} . . .. . ' ' 0
 

foreach (W; 1 WI=phase--:l) do in parallel'
 
foreach(v¥u,v ¢ lfrd~.inparallel
 

a(vuW) 
end foreach .'
 

end fore.ach
 
{dete<.:tion bf "stupid" err6;s}
 
foreat~i(W; IWF= phase) do in parallel
 

,ifa(uIf,)==falst;theli . .
 
W +-" 'vW'; Remove(v)
 

.... end if '.
 
~nlf()reach. .... ,...... . . ' '
 
{lIlajotity criterion"for the'last two phases}
 
ifphaS'e;;:::2'then- ' .
 

http:�..��......�


F .. NOVAKANO S. KLAVZAR 

'. 

foreach (W; FWI=,phase. -":- 1) do in parallel 
.W +-: vW' ... 

,iLv¢F(u) then . 
.s,t:7Majority({d(uzW); zriF(u)~ z¢ W} U { 0"(uW)}) 

end if 
h +'" n -

.Ms </1 ~ k --'-1 then. Re.ntove(v) 
endif. . 

endi~r~ach 

1; phase +-: phase +1 
end while" 

. Th~ procectur~R~irloveis\imple: 

procedure RemOve(v) 
. F(u) ~E(u) u {v} 

n +-en'~ 1; k +-: k - 1 

5..'- - . . .
".	 "

. . ' 

. Weh.ll...v.e presen..te.dan. ,a..lg.ori.t.hm.•.. which can be .u.se.d..·.. b.y.,a ..ta.ult.-f.r.e..~ un.it to ide.ntify 
malicious units during thee~ecuti9n ofafull'informationgatheringalgorithm for 
Byzantine agreement .• without authentication;,Noticetha1the'upper .bo'und·ofthe 

. nUinberofmll,licious~nits isassumedtobeknown.to'afault-free.unit.· FrOIn this 
"point ofview, the apIJf<?ach'issimilar to the res~lts relatedtothe t-faultdiagnosability 

of the PMC model, [11]. However, the diagnosisis performed inadistribu,ted.way 
without global observer, .system faulMree' uni~s·can:exchangeTtheir.local diagnoses 
(i.e., each of themcan report the identified malicious units to the other uni~s) in the 
next execution of tlie algorithm for Byzantine agreelDent.He~c.e thefwo algorithms 
can'run in parallel such that currentexec~tionof the'~lg()rithm for Byzantine 

'agreement is also used to distribute the results of prior executed a!gorithlllfor
 
identification of maliciously faulty units,
 

,-

' 

.References 
'" 

. [1] O.Dolev,The'Byzantine Generals Strike Again, J. Algorithms 3(1982), 14-30. .... .... .,.. ," 
[2] O. Ooley and H.R, •Strong, Authenticated Algorithms forByzimtine Agreement, SIAM J.Comput.
 

12(1983), 656-666. ....• . ,. ,...
 
[3]	 M. Fischer lmdN. Lynch,ALower Bound for the Time to Assure Interactive Consistellcy,/'!form.
 

Processing Lett.J4(1982),183-186. .'.' . '.. . '.' ..
 
[4]	 M. Fischer, N. Lynch,and M. Merritt, Ea~y impossibility proofs for'distributedconsellsus problems,
 

Distributed Computi~g 1(1986), 26-39, . .' ' . ..,"~' .. '; . , '
 
[5] R. Gupta,I. V.Ramaknshnan, SystemcLevel Fault OiagnosisinMalicious Environments,Proc, 17th
 

Int. Symp.onFault Tolerant Computtng IEEE Computer Society Publications, (1987), 184-189.
 
HIN:Hadziiacos; Connectivity requirements for Byzantine agreement under restrictedtYl'es 6ffailures,
 

. Distributed CO/hputing 1 (1987),95-103. .. ....•. . .. ..•.. .. '.
 
[7] 1. Lamport, R\ Shqstak, and M, Pease; The Byzantine Generals ProbleIIl,~' A,CMTr,ans; Program. 

Lang.Syst. 4 (1982), 382-4D1. ' . ~, 

_.J-...;\ 



FAULT IDENTIFICATION ALGORITHM 29 

~ ..,- .... " .. ' :.. .. - ..' ,': ;': ,,'	 : .'" .. ... .. 

[8] .N. Lynch,·.M.Fischer, and R. Fowler, A Simple .arid Efficient Byzantine Generals Algorithm, Proc. 
. 2nd Symp. oh Reliable Dist. Soft. and Data Base Syst: (198i), 46-52. . 

[9J	 M. Pease,R. Shostak, and L. Lamport, ReachingAgreement in the Presence of Faults; J. ACM21 
(1980),248-234. ." " . . " . 

[10] K.J. Perry and S. Toueg, Distributed Agreement in the Presence of Processor andCommullication 
Faults, IEEE T~ans. Software Eng. 8E-12 (1986), 477~"82. . 

[11] F. P. Preparatl\, G.·Metze, and R. T." Chien, On the connection assignment pro~lem of diagnosable 
. systems, IEEE Trans: Electronic Comput.EC-16 (1967), 848-854. ".. " "" ." 

[12]	 T. K. Srikanth, and S.·To·ueg, Simulating authenticated broadcasts to derive simple fault-tolerant 
algorithms, Distributed Computing 1 (1987), 80-94. 




