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‘The paper proposes an gorlthm for 1dent1ﬁcauon of mahcrous un1t a fu]]y conn ted system The
assumed scenario is, the same as in an execution of a full informiation -gathering algorlthrn for Byzantine .
agreement without authentlcatlon A'criterion that-can be used by a fault-free unit to identify a.malicious
unit is’ descrlbed The exait bound:-of the maximum numbeér of ‘equal values that a unit which can.be
Aidentified as mallclous sends to the other units, is calculated It is proved that ifa unit can be identified
as mallclous by sendmg ‘some d1ﬂ’erent messages to the ‘othet vnits; then th1s ‘can be done in the two
consecutlve phases These results’ form the core: of the proposed algonthm T A
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*1 INTRODUCTION‘ S

' Smce its. 1ntroduct1o in. 1980 [9] much attentlon has been g1ven to the 1nteract1ve

* consistency- problem, also called the Byzantine Generals Problem [7]. Requirements

for the existence. of a solutlon have been explored,’ [3] [4], 61, [9], and -numerous

g algorlthms for - reachmg agrecment in-the - presence of ma11c1ous faults have - been

- derived [1],-[2], [6]-[10], [12]. - : e :

. As Pcase Shostak, and Lamport in their: or1g1na1 paper po1nted out ‘an algorlthm

’for reaching agreement need not reveal .which .units are faulty; it matters only. that

"~ _the fault-free units compute the sime 1nteract1ve cons1stency vector. Our object1ve is
. to explorc the feasibility of 1dent1ﬁcat1on of ma11c1ous units from the ta generated .

- by the message exchange process ‘that’ takes place in the scenario in an exécution of - -

b a full 1nformat10n gathenng algorlthm for the Byzantlnc Generals Problemsolutlon o

; ‘ * Supportedf in part by the"Research’Coyuncil of Sloven_ia
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: w1thout authentrcatlon The approach drﬂers from the work of Gupta and Rama-
‘ ,;;’krrshnan [5] wh1ch have addressed the problem of system level fault dragnosrs in

: The paper is. organlzed in the followmg way In Sectron 2 we descr1be the assumed
*scenarlo for identification’ of mahcrously faulty un1ts “In Sectron 3 we- suggest a
- "crlterlon accordrng to which a fault-frée unit can identify a mahcrous unit. We
o 1ntroduce the riotion- of- rehable (unreliable)’ messages and. describe the conditions in
- which 4 fault:free unit- can 1dent1fy a'malicious unit: by-the proposed criterion. In -
" Section- 4 we present an algorithm: for 1dent1ﬁcatlon of mahcrous unrts Fmally, in
Sectron 5 some concluding remarks are drawn ' :

2 AssuMEb 'séﬁﬁ}&kio

erent ‘iden 'ty) The message exchange

"'message (1.e.,‘ faulty un1t cannot forge a ,
- -process. is- organlzed into phases A phase s defined .to be- the'intérval of timé in -
“which each fault-free unit: exchanges information. w1th other un1ts.;It is assumed that
the fault-free units are synchromzed such that at every instant they are all executing
the same phase ‘Each fault- free unit 1s able to-decide when- to- termrnate the. current

N .;f'phase (i.e., Missing messages due 'to omission faults are detected)

In the first phase the units exchange their private values; in phase i they exchange o

- ;V’;i’:the 1nformatron they obtained in phase i — 1. A typical message. W is of the form:

~unit u, told unit u, that un1t u3 told unit u, that unit u, told unit 43 ... that unit
N u told unit Uy that X is u;’s private value. Hence a message consists of sofme value
'X and -of ‘a string 1nd1cat1ng the sequence of units. part1c1pat1ng in its transfer. We
shall refer to the length of the. string as the: length of the message L1kew1se the above
‘message W.is of. length , also. denoted by [W|=i—1. Furthermore we: shall
denote the value transmitted in: the sequence’of unitsu 1u2 Ay as Xo= o(ujuya ,)
: 1?A message is passed only to the units that: do not:; partrclpate in‘it; Fischer and Lynch
31 showed that k + 1 phases are requrred’both with and w1thout authentrcatron to

' assure 1nteract1ve cons1stency P e R N

‘n obtalned from other unrts)




. The Byzantrne Generals Problem is known to be solvable for the fu

o to achreve 1nteract1ve cons1stency
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‘; ;Fi,'gl‘izrge‘)1:‘T'Me_s:sagesgexchanged‘lir_fphas’e‘v 1

: -connected
system ‘of n units, 1f and only if, 1S 3k + 1, [3],:[9]. It can eas11y be sho} n that the

}above condrtron is not- sufficient for the problem of malicious unit ‘identification.

Consrder the case forn=4and k = 1. Accordlng to [9] two phases are sufﬁcrent

Let the units uy, 4, and u; be fault-free let the unit’ U, be mahcrous and assume

. the messages exchanged in phase 1 as shown in Figure 1. In phase 2, u; may say
" that'u, sent X, and u, may say that it sent ¥ The oth
- of the.two is malicious. Notice that this example is* 1ndependent of n and that the

problem is mherently impossible to be solved under certain situations.

. In the following we suggest a crlterlon by. which a fault-free unit: can 1dent1fy a.
: malicious unit. and explore cond1tlons under wh1ch the 1dent1ﬁcatron process is
- feasible. : , - : cL

'3 CONDITION FOR IDENTIFICATION OF MALICIOUS UNITS

) ‘We say that a fault-free unit can. zdentzfy a mahcrous un1t by a majorzty crzterzon if
* the number of equal values that the fault-free uhit gets about the prrvate value of
,'(any fault-free unit_is:greater. than the. max1mum number .of equal values that the‘

fault-free unit gets about the prrvate value of any malicious unit. .

. During the.- message exchange process, a_unit receives rel1able and unrehable -
messages.. Messages generated such that only fault free un1ts part1c1pated in-their

distribution are considered to.be reliable; otherw1se they are unreltable 'Note that all .

e messages of. length 1.are relrable v SR

TOCESSOTS can t tell’ whrch -




iy 1s a rel1able’
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‘LEMMA 1 Assume that ina system wzth n unzts at least m unils are fault free m > 2

E Then the number of

{ 1) reltable messages of length <i,l<i<m-— 1 from a speczﬁc Sault free umt toa

- speczﬁc fault free unit is at least

' ,-=1“<m 1—1)'

(i) unreltable messages of length <1 2 < i<m-—1, from a speczﬁc faulty unit: to a

speczﬁc Sault: free unit. lS at most .

=2 -'".(m':"—‘ 1)!],‘ |
; _.|:(n.—] — 1) (mf—j)!‘r o

‘{ Proof () In a rel1able message sequence of length i there are i— 1 fault- free un1ts

between the source unit and the recelver ‘Since both the receiver and the source node :

are fault frée, we choose among at least m —2 fault-free umts Hence there are at

(m— 2
o -least '
. i— 17__

) such sequences As every permutatlon of a rellable message sequence
essage sequence 1tself the total n ber of rellable message sequences

- of length

_ ' while the number of all rellable messages of length i from a faulty umt to a fault free
. un1t 1s at least , ,

Aéf’-a??ihéssage is unreliable if and-only if it is not reliable, the result follows.

T LEMMA 2 Assume that in:a system conszsttng of n umts m umts are fault free m.> 2

< Let w-be a faulty umt “and. let" t(w) be the maximum number of equal private values:
" that w sends to the other uniis.in the first phase Then. the maximum possible number

.y of equal reltable messages of length <i?2 <i <m-—1, from w to a speczﬁc fault -free
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- unit uis equalto

Proof WLOG assume t(w) <.m:-and : let U be a: fault free umt Clearly, the
maximum.is reached if i in the first phase all t(w) equal private values of wrare sent
" to thefault- free units. If u in the first phase receives from w its most frequent pr1vate
valué then the maxrmum number of equal rel1able messages of length <i from w 1s
‘equalto \ S - R

" ;—J)'

b 1+(t(w);1) Z

sy

e and if uin the ﬁrst phase does not receive from w 1ts ‘most frequent pr1vate value

) then the max1mum number of equal rel1able messages of length <i from wis equal to -

.‘w - (m N 1)' = : -
o t( ) Z ) (m —~ ])'

Before provmg our mam result we need t e follow1ng techn1ca1 Iemma :

" ,halds‘ ‘ o ;
. m— Y mer
m ﬂ'<m—z—nV'“‘“‘

Proof We observe that for n,mk and ias deﬁned the follow1ng mequahty is

. obv1ously true

o2y | (ﬁ"{-;z)'!@ >(m—2)' Cm—dy
(m——l)‘ +(nff—z"‘—rl)' = m =) +(m——z—l)'

We prove’ the lemma by mduct1on oni. FOl‘l = 2 we get n>m + k wh1ch is clearly
true By expandmg ‘ : N e

Z (n (s 2)v' _ o -(ni— 2)! + -2

.az‘ (n —] — 1)' ”J 2 (n _J - 1)' (n— l_— 1)', L

-we' can use the 1nduct1on hypothes1s and get

,2m—;~n' m—u' sszW;ﬂP;@ffT”VJb

e_; nemk k z Lms2 Therg for 2 < fs m the following inequality

T
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mihr “th D m=2 (-2

‘ j=‘z‘ip(l1~—jJ\— 1)! e (m— J)' (m—9! (m,— i—1)!

;ﬁ}’ un1ts in the ﬁrst phase.

- THEOREM “ Let a system consrst of n umts n > 3 5 and assume that at most k umts
_are maltczous k> 1. ‘ o

‘ t(w) <n—2k: Furthermore two phases are suﬁ?czent JSor its zdentzﬁcatzon
. Conversely, let t(wy<n —2k. T hen the number-.of equal. private messages that a

: »fensures a fault free umt to zdentzfy w.

: Clearly, i>2 srnce nothing can be done after phase 1. We may- also assume that
i< m'—1 as no reliable messages are exchanged between fault-free units in phase m
‘ ."~and subsequent phases.

“"““that the unit v gets about the pr1vate value of any fault- free unit is greater than the
']max1mum number of equal values that the unit.v could poss1bly get about the private
‘value of the un1t w. Hence due to Lemma 1 (1) and (11) and Lemma 2 the followmg

i= —’J)' (n—t— Dt m =)

wl'ﬂ (m— 2
k
fg( wf,%w—w

From the last 1nequa11ty we get t(w) <m-— k =n— 2k Furthermore the 1nequahty
. shows that. the upper. bound for #(w) is obta1ned after the first two phases; (i = 2). -
- To prove the converse, we claim that a fault-free unit v is able to, 1dent1fy the unit

" about the private value of the unit w-is smaller than n—k—1:
~Let u be a fault-free unit, u: #Ep, Since: t(u) = n=10v gets at most k unrehable

Let t(w) be the maximum- number of equal pr1vate values that w sends to the other'

" Then for any unit w zalentlﬁed as faulty by a fault -free unit by the ma]orlty crzterzon

Z—— ———>k Y. +k Y

X fault -free unit gets. about a faulty unit w after phase 2is smaller than n- k —1, whlch '

Proof Let v: be a fault free un1t and assume that v 1dent1ﬁes the unit: w 1n phase lj \’

Then, accordrng to the assumed cr1ter10n the ‘minimum number of equal values

z()z i 1>'f_j [ "—2>' lm—l)"}

: T woas. malicious, if the number of. equal values which the unit v receives 1n phase 2.

~

[*messages about the pr1vate value of uin phase 2. Hence v rece1ves 1n phase 2 at least
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- \u) “— {u} phaseg— 1

& . end ‘foreach

F;{;,f phase > 2 then

= k — 1 equal values of the pr1vate value of the un1t u”’”Let a mal1c10us un1t wsend . -
L t(w) equal values of its prlvate valué to the other units in“the first: ‘phase. In the second
"' 'phase, let.the rema1n1ng k—1. mahcrous units- 11e about the received private value_
* -from the unit u, by cla1m1ng that they received-w’s most, frequent prlvate value in the .

first phase In th1s way; the fault-free unit v may receive at=most f(w) + (k = 1) equal

; values of the pr1vate value of the unit w: Since t(w) <n-— 2k is assumed then

t(w)+(k——1)<n—2k+k—l—n—k—1

. Hence a fault free un1t v can d1st1ngu1sh a mallclous un1t w from a fault free un1t u
:.on ‘the basis of the. number of equal private values and the proof is complete N |

4 ALGORITHM FOR IDENTIFICATION OF MALICIOUS UNITS

In prevrous section we descr1bed a crrterron for 1dent1ﬁcat10n of a ma11c1ous un1t in

the first two phases of message: exchange However, we. can-use the same-idea to

detect units which behave maliciously in later phases. In phase i we apply the same
criterion for each message of length i — 2 generated by a given unit. Hereby, the units

o that are already involved .in the message and- the units that “have: already been
1dent1ﬁed as faulty: should be excluded from the further exchange of the message Let
us collect all such. un1ts at the level of unit u'in ‘the set F(u). L

Notrce that if | W| = 0 then W is the: empty. sequence of un1ts Let procedure False

'j'be a procedure for detectmg stupld” mistakes, such’ as for example amissing:message

" or.receiving. two:messages contammg the same sequence of units.* F1nally, if:A-is‘a
_multlset det the’ function Majorzty (A ) return the number of occurrences of the most:

: frequent element-in the multiset 43 = S .

Now the algorlthm executed by un1t u can: be expressed in- the follow1ng way

foreach (W; |W| ‘phase — 1) do in parallel;:'}'i B
foreach (v'#u, v ¢ W) do in’ parallel
o(vuW) ) :

~end foreach
.. end foreach . : IS
- {detection’ of ¢ stupld” errors} :
- foreach (W | W| = phase) do in parallel
et a(uW) False then:
W UW Remove(u) ]

- {majority. crlterlon for the last two phases}

FAULT IDENTIFICATION ALGORITHM S 27
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foreach (W |W| : \phase—: 1) do lnp’arallel NS

lfv¢F(u) then T S L
« Majority. ({a(qu), z¢F(u) z¢ W} {a(uW)}) e

aif s <~ k —.1 then. Remove(u)

- end foreach
endlf ’ O A
. hen-— 1 phase<—phase+l
o f'%‘ end while:: : 3

" The procedur Rem ve s s1mple

; v;,procedure Remove(u)
- Fu) 4—F(u) W {U} R s
” nen= 1;7k<‘—‘k‘— 1

-5 tCONCLUDING REMARKS

. »'*We have presented an algorrthm Wthh can be used by a: fault- free unit to’ 1dent1fy»
~ malicious units during the execution of a-full* information ‘gathering: algorrthm for
~* “Byzantine agreement w1thout authentlcatron Notice: that the upper .bound:-of - the. ‘
. number’ of malicious. units is assumed to be: known to'a fault-free: unit; From this
. ~ipoint of view; the approach is'similar to the results related to the r-fault dlagnosabrhty |
,‘_of the PMC model, [11] ‘However, the dragnosrs 18- performed in-a distributed . way
" without global’ observer System fault-free- units-can’ exchange their local diagnoses
 (i.e., each of them can‘report the 1dent1ﬁed malicious units to the other units) in the
‘next executlon of the algorithm for Byzantine agreement, Tce. the two algorrthms
. can rum in parallel such- that current- executlon of the. gorrthm for. Byzantme
L;“agreement is also used to distribute the results of prlor executed algorrthm for .
L vrdentlﬁcatron of mahc1ously faulty umts o
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